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The semiconductor industry has grown 

into a $500 billion global market over the 

past 60 years. However, it is grappling with 

dual challenges: a profound shortage of 

new chips and a surge of counterfeit chips, 

introducing substantial risks of malfunction 

and unwanted surveillance.

In particular, the latter inadvertently 

gives rise to a $75 billion counterfeit 

chip market that jeopardizes safety and 

security across multiple sectors dependent 

on semiconductor technologies, such 

as aviation, communications, quantum, 

artificial intelligence, and personal finance.

Several techniques aimed at affirming 

semiconductor authenticity have been 

introduced by previous researchers to 

detect counterfeit chips, largely leveraging 

physical security tags baked into the 

chip functionality or packaging. Central 

to many of these methods are physical 

unclonable functions (PUFs), which are 

unique physical systems that are difficult 

to replicate either because of economic 

constraints or inherent physical properties.

Rather than being grounded in 

cryptographic hardness, PUFs emphasize 

the economic and technological 

challenges of duplicating a given system’s 

physical characteristics. Optical PUFs, 

which capitalize on the distinct optical 

responses of random media, are especially 

promising.

Optical PUFs are easy to fabricate and 

quick to measure, making them ideal for 

proof-of-concept tampering identification 

experiments. Nano-scale metallic optical 

systems have especially been rising in 

popularity due to their strong scattering 

response at optical wavelengths, 

increasing robustness during post-

tampering measurements.

However, achieving scalability and 

maintaining accurate discrimination 

between adversarial tampering and 

natural degradation, such as physical 

aging at higher temperatures, packaging 

abrasions, and humidity impact, pose 

significant challenges.

Researchers from Purdue University drew 

inspiration from the capabilities of deep 

learning models. As reported in SPIE’s 

Advanced Photonics, they proposed an 

optical anti-counterfeit detection method 

for semiconductor devices that is robust 

under adversarial tampering features 

such as malicious package abrasions, 

compromised thermal treatment, and 

adversarial tearing.

They introduced a novel deep-learning 

approach dubbed “Residual, Attention-

based Processing of Tampered Optical 

Responses” (RAPTOR), a discriminator that 

identifies tampering by analyzing gold 

nanoparticle patterns embedded on chips.

Gold standard
The team first built a 10,000-image dataset 

of randomly distributed gold nanoparticles 

by augmenting original images from 

the dark-field microscope. Next, with 

Researchers from Purdue University have developed a robust 
optical anticounterfeit method for semiconductor devices.

AI-powered optical detection 
to thwart counterfeit chips

Artistic rendering of the RAPTOR (Residual, Attention-based Processing of Tapered Optical Response) model 
against adversarial malicious tampering.
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nanoparticle pattern pixel regions 

clustered into local particle patterns, their 

centers of mass are extracted.

Finally, the Distance matrix PUFs are 

generated by evaluating all pairwise 

distances between these nanoparticle 

patterns. To test anticounterfeit capabilities, 

continued on next page

tampering behavior in nanoparticle 

PUFs was simulated, considering both 

natural changes and malicious adversarial 

tampering.

RAPTOR, utilizing an attention mechanism, 

prioritizes nanoparticle correlations across 

pre-tamper and post-tamper samples 

before feeding them into a residual, 

attention-based deep convolutional 

classifier. RAPTOR demonstrated the 

highest accuracy, correctly detecting 

tampering in 97.6 percent of distance 

matrices under worst-case tampering 

scenarios, outperforming previous 

methods (Hausdorff, Procrustes, Average 

Hausdorff Distance) by 40.6, 37.3, and 6.4 

percent, respectively.

This work applied attention mechanisms 

for deep learning-assisted PUFs 

authentication. It achieved high 

verification accuracy under difficult, real-

world tampering schema, which opens a 
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continued from previous page

AI-powered optical 
detection to thwart 
counterfeit chips

RAPTOR uses an attention mechanism for prioritizing nanoparticle correlations across pre-tamper and post-
tamper samples before passing them into a residual, attention-based deep convolutional classifier. a) RAPTOR 
takes the top 56 nanoparticles in descending order of radii to construct the distance matrices D and D’ and 
radii ρ and ρ’ from the pre-tamper and post-tamper samples. b) The radii and distance matrices form the query 
and value embeddings of an attention mechanism. The attention mechanism is then used alongside the 
raw distance matrices D’ and D, the softweight matrix, and L2 matrix generated from the radii vectors for the 
classifier. c) The classifier uses GELU activation and attention layers before applying a kernel layer and max pool 
layer. Then, the output is flattened into a multi-layer perceptron to compute the final classification.

large opportunity for the adoption of deep 

learning-based anti-counterfeit methods in 

the semiconductor industry.

Researchers involved in this work are 

Blake Wilson, Yuheng Chen, Daksh Kumar 

Singh, Rohan Ojha, Jaxon Pottle, Michael 

Bezick, Alexandra Boltasseva, Vladimir M. 

Shalaev, and Alexander V. Kildishev from 

Purdue University, with the support of U.S. 

Department of Energy (DOE) Quantum 

Science Center (QSC), National Science 

Foundation (NSF), and Purdue’s Elmore ECE 

Emerging Frontiers Center “The Crossroads 

of Quantum and AI.”

purdue.edu

spiedigitallibrary.org

https://optics.org/news/15/7/33
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with SWIR and X-ray inspection 
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Connecting you with the leading researchers and 
scientists who contribute to advancements in 
optical engineering, nanotechnology, quantum 
science, and organic photonics.
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Show	 Dates	 Focus	 Booking/Copy Deadline	 Distribution
SPIE DCS 
(Defense & Commercial Sensing)	 15 - 17 April	 All IR related products	 14 March 2025	 20,000 digitally + print
Orlando, Florida, USA		  and applications		  distribution throughout  
				    the event

LASER World of Photonics	 24 - 27 June	 All light-driven products	 23 May 2025	 20,000 digitally + print  
Munich, Germany		  and technologies		  distribution throughout  
				    the event

SPIE Optics+Photonics	 5 - 7 August	 Nanotechnology and light driven 	 4 July 2025	 20,000 digitally + print
San Diego, USA		  products and technology + Astronomy		  distribution throughout 
		  and Astronomical instrumentation		  the event

SPIE Optifab	 21 - 23 October	 Optical Fabrication and design 	 26 September 2025	 20,000 digitally + print
Rochester, USA		   		  distribution throughout 
				    the event

* Prices and sizes for advertising in the Photonics West Product Focus can be found in the SPIE Photonics West Focus media information.
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The semiconductor industry has grown 

into a $500 billion global market over the 

past 60 years. However, it is grappling with 

dual challenges: a profound shortage of 

new chips and a surge of counterfeit chips, 

introducing substantial risks of malfunction 

and unwanted surveillance.

In particular, the latter inadvertently 

gives rise to a $75 billion counterfeit 

chip market that jeopardizes safety and 

security across multiple sectors dependent 

on semiconductor technologies, such 

as aviation, communications, quantum, 

artificial intelligence, and personal finance.

Several techniques aimed at affirming 

semiconductor authenticity have been 

introduced by previous researchers to 

detect counterfeit chips, largely leveraging 

physical security tags baked into the 

chip functionality or packaging. Central 

to many of these methods are physical 

unclonable functions (PUFs), which are 

unique physical systems that are difficult 

to replicate either because of economic 

constraints or inherent physical properties.

Rather than being grounded in 

cryptographic hardness, PUFs emphasize 

the economic and technological 

challenges of duplicating a given system’s 

physical characteristics. Optical PUFs, 

which capitalize on the distinct optical 

responses of random media, are especially 

promising.

Optical PUFs are easy to fabricate and 

quick to measure, making them ideal for 

proof-of-concept tampering identification 

experiments. Nano-scale metallic optical 

systems have especially been rising in 

popularity due to their strong scattering 

response at optical wavelengths, 

increasing robustness during post-

tampering measurements.

However, achieving scalability and 

maintaining accurate discrimination 

between adversarial tampering and 

natural degradation, such as physical 

aging at higher temperatures, packaging 

abrasions, and humidity impact, pose 

significant challenges.

Researchers from Purdue University drew 

inspiration from the capabilities of deep 

learning models. As reported in SPIE’s 

Advanced Photonics, they proposed an 

optical anti-counterfeit detection method 

for semiconductor devices that is robust 

under adversarial tampering features 

such as malicious package abrasions, 

compromised thermal treatment, and 

adversarial tearing.

They introduced a novel deep-learning 

approach dubbed “Residual, Attention-

based Processing of Tampered Optical 

Responses” (RAPTOR), a discriminator that 

identifies tampering by analyzing gold 

nanoparticle patterns embedded on chips.

Gold standard
The team first built a 10,000-image dataset 

of randomly distributed gold nanoparticles 

by augmenting original images from 

the dark-field microscope. Next, with 

Researchers from Purdue University have developed a robust 
optical anticounterfeit method for semiconductor devices.

AI-powered optical detection 
to thwart counterfeit chips

Artistic rendering of the RAPTOR (Residual, Attention-based Processing of Tapered Optical Response) model 
against adversarial malicious tampering.
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nanoparticle pattern pixel regions 

clustered into local particle patterns, their 

centers of mass are extracted.

Finally, the Distance matrix PUFs are 

generated by evaluating all pairwise 

distances between these nanoparticle 

patterns. To test anticounterfeit capabilities, 

continued on next page

tampering behavior in nanoparticle 

PUFs was simulated, considering both 

natural changes and malicious adversarial 

tampering.

RAPTOR, utilizing an attention mechanism, 

prioritizes nanoparticle correlations across 

pre-tamper and post-tamper samples 

before feeding them into a residual, 

attention-based deep convolutional 

classifier. RAPTOR demonstrated the 

highest accuracy, correctly detecting 

tampering in 97.6 percent of distance 

matrices under worst-case tampering 

scenarios, outperforming previous 

methods (Hausdorff, Procrustes, Average 

Hausdorff Distance) by 40.6, 37.3, and 6.4 

percent, respectively.

This work applied attention mechanisms 

for deep learning-assisted PUFs 

authentication. It achieved high 

verification accuracy under difficult, real-

world tampering schema, which opens a 

2025 promises to deliver an overflowing events calendar that 
will leave little time between shows for additional product 
promotions, upgrades or new applications. To maximise on the 
time, money and effort spent around exhibitions and tradeshows, 
optics.org will be publishing the optics.org Show FOCUS a 
cost effective tradeshow magazine that delivers your product 
information into the hands of attendees.  

If you can’t attend a show or just need to give your products a bit 
of a push then advertise in the optics.org Show FOCUS magazine. 
optics.org Show FOCUS is a well-established and recognoised source 
of product news at key shows throughout the year. Actively read by 
attendees the optics.org Show FOCUS magazine is a cost effective 
way to announce latest products and applications to potential buyers.  

Distributed at key shows as well as sent digitally to our 20,000+ 
eNewsletter subscribers. optics.org Show FOCUS is the most direct 
way to communicate your latest product launches or give existing 
product lines the exposure they need. Even if you’re not exhibiting you 
can still reach the attendees in the optics.org Show FOCUS and we’ll 
make sure you secure vital exposure alongside competitors’ products.

If you’re looking for a cost effective solution that puts your product and 
brand into the hands of future buyers then there is no better solution 
than the optics.org Show FOCUS. 

optics.org has been guaranteed high visibility to new products for 
nearly 27 years with the inclusion of optics.org Show FOCUS you 
can be sure that it will continue to deliver innovative new marketing 
solutions to support your sales and business growth. 

Publication Schedule 2025

7

optics.org:   Contact Rob Fisher, Advertising Sales  tel: +44 (0)117 905 5330   email: rob.fisher@optics.org

optics.org product focus SPIE Optics+Photonics 2023

continued from previous page

AI-powered optical 
detection to thwart 
counterfeit chips

RAPTOR uses an attention mechanism for prioritizing nanoparticle correlations across pre-tamper and post-
tamper samples before passing them into a residual, attention-based deep convolutional classifier. a) RAPTOR 
takes the top 56 nanoparticles in descending order of radii to construct the distance matrices D and D’ and 
radii ρ and ρ’ from the pre-tamper and post-tamper samples. b) The radii and distance matrices form the query 
and value embeddings of an attention mechanism. The attention mechanism is then used alongside the 
raw distance matrices D’ and D, the softweight matrix, and L2 matrix generated from the radii vectors for the 
classifier. c) The classifier uses GELU activation and attention layers before applying a kernel layer and max pool 
layer. Then, the output is flattened into a multi-layer perceptron to compute the final classification.

large opportunity for the adoption of deep 

learning-based anti-counterfeit methods in 

the semiconductor industry.

Researchers involved in this work are 

Blake Wilson, Yuheng Chen, Daksh Kumar 

Singh, Rohan Ojha, Jaxon Pottle, Michael 

Bezick, Alexandra Boltasseva, Vladimir M. 

Shalaev, and Alexander V. Kildishev from 

Purdue University, with the support of U.S. 

Department of Energy (DOE) Quantum 

Science Center (QSC), National Science 

Foundation (NSF), and Purdue’s Elmore ECE 

Emerging Frontiers Center “The Crossroads 

of Quantum and AI.”

purdue.edu

spiedigitallibrary.org

https://optics.org/news/15/7/33
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Connecting you with the leading researchers and 
scientists who contribute to advancements in 
optical engineering, nanotechnology, quantum 
science, and organic photonics.

FOCUS

Not covering one of your tradeshows? Let us know and we’ll see what 
we can do to support your marketing activities. 

Advertising opportunities
We offer front cover and 1/6 page advertising positions for product 
promotion as well as ‘Sponsored’ editorial and paid for content. 

See next page for Technical Information and price structure. 
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Advertising Material
You can e-mail your copy and files to Rob Fisher at rob.fisher@optics.org
Copy should not be more than 85 words (350 words for the front cover ad). Full company details 
should be provided plus any contact names.

Product photo size: 80mm x 104mm

Photo should be supplied as high-resolution TIFF, JPEG and EPS files. All image files must be 300 
dpi minimum at above size and CMYK. 

If time allows, your details will be checked by our production team to ensure that the dimensions, 
format, resolution, colour and fonts are set up correctly for printing, but responsibility for supplying 
correct files remains with the advertiser.

VAT
All UK advertisers are subject to VAT at 20%.

Terms and conditions
Advertising is accepted only on the basis of our “Conditions of acceptance for advertising”. 

For more information, contact the sales team or e-mail sales@optics.org
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Show Focus Ad Sizes and Rates

Trim: 210mm (w) x 297mm (h). 
Bleed: Allow 3mm all sides 
Type area: 180mm (w) x 267mm (h). 

Rate: $2140/€1980/£1650

Size: 180mm (w) x 130mm (h).  
No bleed.
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Size: 87mm (w) x 130mm (h).  
No bleed.
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No bleed.
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No bleed.
Rate: $1155/€1070/£890

Size: 86mm (w) x 84mm (h). 
Rate: $715/€660/£550

Sixth Page Product plus  
Star Product* on optics.org
Rate: $1100/€1015/£845

*Star Products deliver homepage 
promotion and inclusion into the 
optics.org newsletter for 1 week 
(Rate card cost $740/€630/£570).
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